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> Mixed-Criticality G,Onirex

» System components and their associated requirements
have different “importance”.

' Flight Track, Record, | | T
Control Streaming seing
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» Modelling and Design has to be Mixed-Criticality
aware!
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> Modelling Methodology: T

Relevant Characteristics e 6onirex
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» Support of system-level design
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Mixed-Criticality T)

e C Onlrex

» Criticality: annotation that can be associated to
Application (PIM) Components
Platform Resources
Extra-Functional Requirements
Value annotations

» Generic concept and flexible interpretation that enables
adapting the methodology to different domains

(CONTREX) |1S02626
Criticality ASIL
OxD D
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Criticality SIL DAL
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Modelling Techniques T)

e C Onlrex

» Proposed minor MARTE extension

« dataType »
« nfpType »
{ exprAttrib= expr }
NFP_CommonType

expr: VSL_Expression

source: SourceKind
NFP_Constraint statQ: StatisticalQualifierKind
dir: DirectionKind
kind:ConstraintKind [0..1] mode: string [*]
criticality: Integer [*] criticality: Integer [*]

» Enables two basic modelling tecniques:
» Criticality constraint associated to modelling element
» Criticality associated to value
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Associating criticalities ucC
to Modelling Elements (in PIM)

Coénlrex

+ flight_alg : FlightAlgorithmC
structure «NfpConstraint_Contrex»
~---1 criticality=[3]

safety critical

{{}

+ datamining : DataMiningC iy
struckure 4

+ telemetry : RCTelemetryC
structure
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Associating criticalities T)

to Modelling Elements (in HW resources)

+ cpul : ARM Cortex A9| | + cpu2 : ARM Cortex A9
structure structure

A

«nfpConstraint_Contrex»
«NfpConstraint_Contrex»
criticality=[2]

mission_critical resources

{
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Associating criticalities

u
to Performance Requirements 6ontrex

«rtSpecification»
«RtSpecification»
occKind=periodic(period=(2,ms))
relDI=(value=2 unit=ms, criticality=3)

——

+ dataminingl': DataMiningC
structure

» VVSL expression with criticality value:
» relDI={2,ms,criticality=3}
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Associating criticalities ucC

. A%
to Performance Requirements Conirex
» NFP constraint with

» criticality annotation
» <<EXxpression Context>>: performance requirement

«Component»
quadcopter_system
structure

«nfpConstraint_Contrex»

«expressionContext»
«NfpConstraint_Contrex»

criticality=[3]
Power

{outScpu1.power(W, est)+outScpu2.power(W, est)+outScpul.power(W est)
+outScpud.power(W est)+outSaxi1.power(W est)+outSaxi2 power(W est)
+out$axi3.power(W, est) < 15W}

+ cpuf + cpu2 + cpul + cpu4d axiod : .. + axi1 + axi3
structure structure structure structure structure structure structure

«nfpConstraint_Contrex, expressionContext» L

«NfpConstraint_Contrex»
criticality=[2]

throughput
{out$frame_sending.throughput(Hz, est)>=(30,Hz)}
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Associating criticalities
to EFP annotations 6ontrex

(model::ApplicationView::AppComponents)
wComponent»
FlightAlgorithmC
o " «usen

- '\
#

* wresourcelsagen
execTime= [[valueﬂ E}worst 5.2, unit=ms,criticality=3), (value=0.8; worst 3.5,unit=ms, criticality=2), (value=0.5, worst=2.4, unit=ms, criticality=1)]

L «usen ‘..
o «resourceUsage» .
execTime=[(value=0.3, worst=2.1, unlt s, crltlcallty 3), (value=0.2,worst=1.5, unit=ms,criticality=2), (value=0.1, worst=1.2, unltlm_s crltlcallty 1)]
ol “u,
«hwProcessor» RN
(model::HWResourcesView) (model::HWResourcesView)
«Component» «Colmponent»
ARM_Cortex_A9 Microblaze
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Criticality Information in the Design Flow UC

Coénlrex

» Mixed-Criticality Information can be used along the design
flow at different phases, e.qg.

» At modelling

» At verification

» At analysis (e.g., schedulability, performance)
» At the design space exploration phase

» At the implementaton
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Mixed-Criticality aware modelling rules ucC

Coénlrex

Criticality Assignation

R1  Acriticality shall be assigned to all RtUnit Instances

R2  Acriticality shall be assigned to all PpUnit Instances

R3  Acriticality shall be assigned to all HwProcessors

Allocation (Segregation of components with different criticalities)

R4  There cannot be several application component instances with different
criticalities allocated to the same memory space

R5 A memory space with the highest criticality level (or a given criticality level
threshold) and a less critical memory spaced shall not be allocated to the
same RTOS.

R6  Two or more component instances with different associated criticalities
cannot be allocated to the same resource
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Mixed-Criticality aware modelling rules T

e C Onlrex

Coherent Mapping

R7 A PIM component instance of a given criticality shall not be mapped,
either directly or indirectly, to a processing resource of a lower criticality

R8 A component instance of a given criticality cannot be mapped, either direct
or indirectly, to a resource of a lower criticality
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Single-Source Design Framework
= C onirex

UL@ modae
> RTE ™% <

PN |

Modelling Validation| CONTREP
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» © 2013-2016 CONTREX consortium 19/01/2016



Validation: Implementation Example T)

e C Onlrex

» Model Validation tool > 1

» Mixed-Criticality aware Model Validation N ”

» ldentifying and Fixing a criticality-related N w
modelling error

» |ldentifying more tricky criticality-related >
modelling errors

» Fixing the criticality-related modelling > W
errors and warnings
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videos/9_model_validator.mp4
videos/10_model_validator_mcs.mp4
videos/11_mcs_incomplete_criticality.mp4
videos/12_mcs_2more_modelling_errors.mp4
videos/13_mcs_fixing_the2_errors_and_warning.mp4

Validator Implementation ucC

Coénlrex

» OML Model-To-Tex (MTL)

Queries (OCL): Model navigation and quering
Templates: Text generation

» OMG MTL Model-to-Text
Standard Description
Portable
Easy to Mantain and extend

» MTL for Validation:

Queries (OCL): Same as the ones for code generation

Templates: Report to the Eclipse “Error log” and dump a Model
Validation Log File
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Conclusions UC

Coénlrex

» Mixed-Ciriticality: A novel and mandatory aspect to
consider in complex embedded system design

» Mixed-Criticality Modelling tecniques

» Extension of a Single-Source Modelling Methodology

» Mixed-Criticality: Information used along the design
process (modelling, verification, DSE, implementation)
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More Information TTe

Coénlrex

» WWW.eSSYyN.Com
» CONTREX website. http://contrex.offis.de

» D2.1.1: CONTREX System meta-model
» D2.2.2: CONTREX System modelling methodology (final)

» D2.3.2: System Modelling, Analysis and Validation tools
(final)

» Fernando Herrera, Pablo Peiiil, Eugenio Villar
"A model-based, single-source approach to design-space exploration and
synthesis of mixed-criticality systems"
18th International Workshop on Software and Compilers for Embedded
Systems, SCoPES 2015, ACM. 2015
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"UML/MARTE Modelling for Design Space Exploration of Mixed-Ciriticality
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